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Introduction

The standard configuration of One Analytics has the One Analytics console hosted on the
externally facing web servers and the One Analytics Tableau Server on an internal, mid-tier
server connected to the data warehouse. When attempting to access any visualisations via the
One Analytics console, it is necessary to allow direct access to the One Analytics Tableau
Server. However, this server is generally not accessible to users outside the LAN, and therefore
attempting to access a visualisation from outside the LAN fails. This document describes how to
configure the externally facing web server to use a reverse proxy configuration to enable access
to that server via the trusted route on the web server.

NOTE: This configuration has been penetration tested by third-party security consultants.

Configuration

Depending on your current installation state, configuration changes may be required on both the
One Analytics Tableau Server and the external web server. These instructions assume a basic
understanding of 1IS administration and installing/configuring Windows Server components.

NOTE: This documentation assumes installation onto a Windows 2012 Server. If you are still using a
Windows 2008 Server for the web server, the version humbers of some of the components will differ, but
the process should remain identical.

Configure your One Analytics Tableau Server to use SSL
connectivity

To ensure secure communications, the One Analytics Tableau Server should always be
configured to use SSL connectivity, even if only used by internal users. However, if your server
does not currently use SSL, follow the instructions provided below to install and activate SSL
connectivity for your server.

https://onlinehelp.tableau.com/current/server/en-us/ssl config.htm

Install IS components onto your web server

To configure the reverse proxy, two additional components are needed for your web server.
These components are part of the standard Microsoft IS ecosystem.

To install these components:

Install the Web Platform Installer 5.0 by visiting the location below, and clicking the Install this
Extension button. This will download an MSI installer; run this and follow the onscreen
instructions to complete the installation.

https://www.microsoft.com/web/downloads/platform.aspx
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”“ﬁ] Microsoft Web Platform Installer 5.0 Setup

Microsoft
Internet
l I S Information

Services

Welcome to the Microsoft Web Platform
Installer 5.0 Setup Wizard

The Setup Wizard allows you to change the way Microsoft
Web Platform Installer 5.0 features are installed on your
computer or to remove it from your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.

Back

Cancel

ﬁ Microsoft Web Platform Installer 5.0 Setup —
Microsoft
Internet i
IIS égf_%lirgggnon Completed the Microsoft Web Platform

Installer 5.0 Setup Wizard

Click the Finish button to exit the Setup Wizard,

Back Cancel

2. Once installed, locate the Microsoft Web Platform Installer application from your Start menu,

and click to run.

Recently added

Microsoft Web Platform Installer

B’ Oracle ODEC Help

B
3 L

3. Search for URL Rewrite, and click the Add button once located.

o Web Platform Installer 5.0

o Search results for URL rewrite

Name

—

URL Rewrite 2.1

- O x
URL Rewrite] *
Released Install
16/06/2017 Add
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Search for Application Request, select Application Request Routing 3.0 and then click the
Add button.

@ Web Platform Installer 5.0 — O x
© Search results for Application Request %
MName Released Install ~

Application Request Routing 2.5 with KB2589179 03/09/2010 Add
Application Request Routing 2.5 28/03/2011 Add
KB2589179 for Application Request Routing 2.5 03/05/2010 Add

’_ Application Request Routing 3.0 27/05/2015 Add
URL Rewrite 2.1 16/06/2017 Remove
i Quinso Add

Once both components have been added, click the Install button to add those components to
your IS instance.

27/02/2008 Installed

06/11/2017 Add

01/09/2011 Add

27/02/2008 Add v
Options Install Exit

If prompted to accept license terms, click the | Accept button, then follow the installation
process until completed.

Web Platform Installer 5.0 *

PREREQUISITES NSTALL CONFIGUR

FINISH

Review the following list of third party application software, Microsoft products and components, and any additional
software identified below to be installed and Windows components to be turned on. Third party applications and
products are provided by the third parties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately locate, read and accept these third party license terms.

% URL Rewrite 2.1

View license terms Direct Download Link

Total file download size: 5.77T MB

Click here to see additicnal software to be installed and review the associated Microseft license terms

By clicking "l Accept”, you agree to the license terms for the third party and Microsoft software, and any additional
software identified above. If you do not agree to all of the license terms, click "I Decline".

| Decline | Accept

Click the Exit button to leave the Web Platform Installer.

Configure Application Request Routing
Open Internet Information Services on the web server.

Select your server, then select the Application Request Routing Cache feature.
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. . ‘&I
J Application Pools

@] Sites 15 -
& g

.35 Server Farms ﬁ.
Applicatiﬂng ASP Authentic... Compressi
Request |
Routing
Cache

...................................

"|T-|.i@

Management

From the main Application Request Routing Cache feature page, select the Server Proxy
Settings link from the Actions menu.

Cache Management
Cache Configuration...
Cache Centrol Rules...

Reset Cache Statistics

Drive Management
Add Drive...

Add Secondary Drive...

Proxy

Server Proxy Settings...

'@' Help

In the Application Request Routing configuration page, select Enable Proxy, then select Apply
from the Actions menu.

qgl Application Request Routing

Use this feature to configure proxy settings for Application Request Routing.
Enable proxy

Proxy Setting

HTTP versicn:

Pass through ~

Keep alive

Time-out (seconds):

|1ao

Reverse rewrite host in response headers

Custom Headers

Preserve client IP in the following header:

|k'-Fnru\.'arrh=r|-Fnr |

Configure URL Rewrite and Reverse Proxy
1. Open Internet Information Services on the web server.

2. Right-click on your server and click the Add Website option from the pop-up menu.
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..... H'ﬂ Ctart F'age
ERE
LA 223 Refresh
e
b &l 5i 5} Remowve Connection
b330 5¢ .
. & Add Website...
i
Start
| Chrm

3. Onthe Add Website dialog, enter the values appropriate for your server configuration:

Site name:

Add Website

[ > T

‘OAPrax_',r

‘ |OAPery

Content Directory

Physical path:

| Chinetpubtowwwrooth OAProxy

Pass-through authentication

| Select...

‘ Connect as... | ‘Test Settings... ‘
Binding

Type: IP address: Port:

|http5 v| |AII Unassigned v| |443 ‘

Host name:

|aaprax}r.lucalauthurity.cam |

[] Require Server Name Indication

S5L certificate:

*.one2d7.co.uk V| | Select... ‘ ‘ View, |

Start Website immediately

ok ||

NOTES:

Ensure to bind only HTTPS ports, and not HTTP. This must be on the default port of 443.

If needed, bind to a specific IP address, and enter the hostname that will be used to access the content.

Select the SSL certificate appropriate for your hostname.

4. Select your new website in 1IS Manager, and double-click the URL Rewrite button.
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Authentic... Authorizat.. Cempression
Rules D
URL Rewrite
Management
5 O
Configurat... Web
Editor Platfor...

5. Select the View Server Variables link.

Actions
Add Rule(s)...

Revert to Parent

Manage Server Variables

View Server Variables...

Manage Providers
View Rewrite Maps...

View Providers...

6. Click the Add button to add two new server variables:
m HTTP_ACCEPT_ENCODING
m HTTP_X_ ORIGINAL_ACCEPT_ENCODING

@ Allowed Server Variables

Use this feature to manage the list of server variables that you can set or change by ug

Group by: Mo Grouping v

Fs

MName Entry Type
HTTP_ACCEPT_ENCODIMG Local
HTTP_X_ORIGIMNAL_ACCEPT_ENCODING Local

7. Within the URL Rewrite module, click the Add Rule(s) link and add new inbound and outbound
rules to match the following configuration:

- Configuring One Analytics for External Access Technical Guide



Configuring One Analytics for External Access

Inbound Rule: ReverseProxylnboundRulel (2 images)

Mame:

ReverseProxylnboundRulel

Match URL -3
Requested URL: Using:

Matches the Pattern v Regular Expressions v
Pattern:
|(-*:| | | Test pattern...

Ignore case

Conditions -0

Logical grouping:

Match All v
Input Type Pattern Add...
{CACHE_URL} Matches the Pattern A(httpsT)sS
Edit...
Remove
Move Up
Move Down

[] Track capture groups across conditions

Configuring One Analytics for External Access Technical Guide
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Action Properties
Rewrite URL:

Server Variables &
Value Replace Add...
GIMNAL_ACCEPT_ENCODING {HTTP_ACCEPT_EMNCODING} True
PT_EMCODIMG True Edit...
Remove
Move Up
P = 3 Move Down
Acticn =)
Action type:
Rewrite v

I-j C:ll://tableauidcl/{R:1}

Append query string

[] Log rewritten URL

Stop processing of subsequent rules

From the image above, in the Rewrite URL field, replace tableauidcl with the hostname of

your internal One Analytics Tableau Server.

Configuring One Analytics for External Access Technical Guide




Configuring One Analytics for External Access

Outbound Rule (ReverseProxyOutboundRulel)

Mame:

RE\.-'el%EPrc:xyO utboundRulel

Precondition:

‘ ResponselsHtml M | Edit....

Match ~

Matching scope:

| Response v

Match the content within: Custom tags:

|AY Form, Img v‘

Content: Using:

|Matches the Pattern V‘ Regular Expressions v

Pattern:
|"http(5]?:_r',e'tableauidd;’(.*} | | Test pattern...

Ignore case

Conditions

Action ~

Action type:

Rewrite W

Action Properties

Value:

|'.'1ttp {R:l}://oneidc2.one247.co.uk/{R: 2}

[] Stop processing of subsequent rules

From the image above:

m In the Pattern field, replace tableauidcl with the hostname of your internal One Analytics
Tableau Server.

m Inthe Action Properties field, replace oneidc2.o0ne247.co.uk with the externally facing
hostname that will be used for access (configured as part of the website bindings earlier in
this document).

m [f the required pre-condition does not yet exist, select Create New Pre-condition, and
complete the values displayed below:
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|ResponselsHtm|

‘ Regular Expressions

Legical grouping:
Match Al

Input Type
{RESPOMSE_COMTENT_TYPE}  Matches the Pattern

Pattern Add...
et/ html

Edit...

Remove

Move Up

Mowe Down
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Outbound Rule (RestoreAcceptEncoding)

Mame:

RestorefcceptEncoding

Precondition:

RestorefcceptEncoding V| Edit...

Match A

Matching scope:

|Ser~.rer Variable W

Yariable name:
|H'|'|'P_ACCEPT_ENCODING |

Variable value: Using:
|Matchesthe Pattern W Reqular Expressions v|
Pattern:

G |

Ignore case

Conditions »
Acticn 2
Action type:

Rewrite W

Action Properties

Value:

‘ {HTTP_X ORIGINAL ACCEPT ENCODING}

Replace existing server variable value

[] Stop processing of subsequent rules

= [f the required pre-condition does not yet exist, select Create New Pre-condition, and
complete the values displayed below:
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Edit Precondition

MName:

RestorefcceptEncoding

Using:

|Regu|ar Expressions w

Logical grouping:
| Match Al v

Input Type Pattern
[HTTP_X_ORIGINAL_ACCEPT_EMCODING}  Matches the Pattern .+

Add...

QK | | Cancel

Configure One Analytics Console to use the new names
1. Locate the One Analytics web.config file (typically located in C:\inetputiwwwroot\OneAnalytics)

and locate the setting section.

2. Modify the settings for TableauServerUrl and TableauServerExternalUrl to match the

hostnames set as part of the previous configuration.

SdpplliidildiiocLLligs -~

<Capita.One.Tableaulntegration.Ul.Properties.Settings>

<setting name="TableauServerlUrl” serializefs="String">»

<valuerhttps://Tableauldcl</value>
</setting>»

<setting name="TableauServerExternallUrl” serializefs="String":»

<valuexhttps://oneidc?.one2d7.co.uk</value>

</setting>

we
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