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Introduction

Ol ‘ Introduction

This document details the configuration changes that must be made in order to use One Single
Sign On (SSO) in a v4 environment. There are four areas in which you need to make changes:

m The SSO authentication website/server.

m The application server website/server.

m Your client machine.

m Active Directory Federation Services (ADFS).

Example Environment

This document details SSO configuration in an example v4 environment with the following
settings. You must adjust the values to suit your own One server environment.

®m The domain name is LAB-LAO2 .COM.

m The SSOAuthentication website is installed on a machine with the name
LAB-ONEALL .LAB-LAO2.COM

m The SSOAuthentication URL is https://LAB-ONEALL/SSOAuthentication/

m The AppServer, Session Server, Report Server and CCS Enterprise Online are installed
on a machine with the name LAB-DEVO1 .LAB-LAQ2 .COM

m The Application Server URL is
https://LAB-DEV01/CCSEnterprise_ApplicationService_Debug358/

m The CCS Enterprise Online URL is: https://LAB-DEV0O1/CCSEnterprise.RIA.WEB358/
m The Exclusion App URL is: https://LAB-DEVO1/CCSEnterpriseExclusion/

m The ADFS server is installed on a machine with the name
LAB-DC8R26401.LAB-LAO2.COM

m The ADFS URL is https://adfs.lab-1a02.com/adfs

m To check if ADFS is working you can use
https://adfs.lab-1a02.com/adfs/Is/ldplnitiatedSignon.aspx
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Installing the SSO Authentication Website

02 ‘ Installing the SSO Authentication
Website

Introduction

This chapter details the installation the SSO authentication website. After installing the website,
you must enter the details into the SSO Authentication tab of the CCS Enterprise Server
Configuration utility.

IMPORTANT NOTE: After configuring your One environment to use SSO, you should direct end users to
access v4 Online Silverlight modules via the new SSO website URL instead of the existing v4 Online
Silverlight URL. If users access the existing v4 Online Silverlight URL, they will have to enter their One
user credentials to log in.

Prerequisites for the SSO website

An existing One infrastructure is required, including an application server. You can install the
SSO website on any server in your environment.

02.1 Create an application pool

The SSO website should be run within its own application pool.

On the server that will host the SSO website, add an application pool with the following settings:
= Name: This can be any valid name, but you should write it down as it will be required later.

m .NET framework version: 4.0

m Managed pipeline mode: Integrated.

m Identify: NetworkService

In advanced settings for the application pool, enter the following value:

m |dleTime-out: 480

m Identity: NetworkService

02.2 Install the SSO website

Install the website by running the SSOAuthenticationSetup.msi. You will be prompted for the
following information

m Select IS Destination page:
» Site: typically Default Web Site
» Virtual Directory: typically SSOAuthentication.

e Application Pool: The application pool created in step 2.1.

_ Setting up Single Sign On Technical Guide



Configuring the SSO Authentication Website

03 ‘ Configuring the SSO Authentication
Website

Settings

This chapter details the settings for the SSO authentication website. These settings are entered
on the SSO Authentication tab of the CCS Enterprise Server Configuration utility.
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Application Server URL: You must provide a valid application server URL.

The URL for the example environment is
https://LAB-DEV01/CCSEnterprise_ApplicationService_Debug358/

CCS Enterprise Online URL: You must provide a valid URL for CCS Enterprise Online.

The URL for the example environment is
https://LAB-DEV01/CCSEnterprise.RIA_WEB358/

Exclusion App Url: You must provide a valid URL for Exclusion App in the following format.
https://[Web Server]/[Exclusion WebSite]/Login.aspx

The URL for the example environment is
https://LAB-DEV01/CCSEnterpriseExclusion/Login.aspx

Audience URL: This is the base URL for the current SSOAuthentication website.
It must be in the following format: https://[WebServer]/SSOAuthentication

It must also match the Relying Party Identifier. For more information on relying parties, see
Appendix — Obtaining ADFS Details on page 28.

The URL for the example environment is https://LAB-ONEALL/SSOAuthentication

ADFS Identifier: You must provide an ADFS identifier in the following format:
https://[ADFS]/adfs/services/trust

For information on finding the ADFS identifier, see Appendix — Obtaining ADFS Details on page
28.

The identifier for the example environment is
https://adfs.lab-1a02.com/adfs/services/trust
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Configuring the SSO Authentication Website

Thumbprint: This is the thumbprint of the certificate used by ADFS to sign the token. For
information on how to obtain the correct thumbprint, see Appendix — Obtaining ADFS Details on
page 28.

Certificate Validation Mode: This option is used to determine the validity of the certificate that
is used by ADFS to sign the token. Select one of the following values:

m ChainTrust: The certificate is valid if the chain builds to a certification authority in the trusted
root store.

NOTE: The certificate must meet the following requirements in order for you to use the ChainTrust
option.

- The certificate must be issued from a CA in Capita’s trusted CA list (in the machine certificate store).

- The intended purpose of that CA must include Client Authentication.

m PeerOrChainTrust: The certificate is valid if it is in the trusted people store, or if the chain
builds to a certification authority in the trusted root store.

m PeerTrust: The certificate is valid if it is in the trusted people store.
= None: The certificate is not validated.

By default, the certificate validation mode is set to None. If this setting is changed, you must
install the ADFS certificate (public key only).

Application Server Audience URL: This is the URL of the application server website. It must

be in the following format:
https://[AppServer]/WCFServices/AuthenticationService.svc

It must also match the Audience URL in the application server configuration.

The correct URL for the example environment is https://LAB-
DEVO1/CCSEnterpirse_ApplicationService Debug358/WCFServices/AuthenticationServ
ice.svc

NOTE: You must also install the application server certificate on the SSOAuthentication machine.
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Configuring Exclusion web site

04 ‘ Configuring Exclusion web site

This chapter details the settings for the Exclusion Portal website. These settings are entered on
the Exclusion Portal tab of the CCS Enterprise Server Configuration utility.

® Capita Children's Service Enterprise Server Configuration Ukility

Application Serversl Sezsion Serversl Fieport Serversl.Deplo_l.Jment Ser\fersl Index Ser\-'erl Y ork Flow Ser\fersl FRIME F'ortall FRIME Settingsl
Excluzion Partal |ESS Online F'u:urtall |ntegration Ser\-'iu:el Syz .-’-'u:lminl Tran&pnrt‘-fdl OpenlD F'rm-'iu:lerl 550 .-’-'l.uthentiu:atiunl
|

Exclusion List

Exclusion Portal ICCSErﬂerpriseExclusinns j |

Crlinetpub'wwwroot\CCSEnterpriseExclusions'web.config [CCS.Entity.ExclusionPortalConfiguration]

E Save [

02. Visual Settings

Loga Filename

Setup Logo FileMame Laga Alignmert -

Wain Windowe Calour Pick Colour

hain Windowy Barder Pick Colour
Colour

Wain Primary Colour Pick Colour

Wain Background
Colaur

Pick Colour

03. 550 Settings

S50 Server https: Mab-oneall 55 04Authentication

4.360.0.63024

m SSO Server: This is the base URL for the current SSOAuthentication website.
It must be in the following format: https://[WebServer]/SSOAuthentication
The URL for the example environment is https://LAB-ONEALL/SSOAuthentication.
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Configuring the Client Machine

05 ‘ Configuring the Client Machine

If applicable, install the ADFS service certificate on the client machine.

This step is not required if the ADFS certificate is created using a certificate that is already

known to the client.

If you are prompted for credentials, add the ADFS website to the Intranet websites:

a. Open Internet Explorer and select Internet Options | Security | Sites | Advanced.

—

p
Local intranet

| &

Add this website to the zone:

You can add and remove websites from this zone. all websites in
this zone will use the zone's security settings.

Websites:

https: ffadfs.labJa02.com

[T Require server verification {https:) for all sites in this zone

Close

b. Enter the address of the website into the Add this website to the zone field and then click
the Add button to add that site.

c. Use Windows Group Policy to add the site URL into the client’s Local Intranet Zone:

i. Open the Group Policy client and select a policy that applies to authenticated users.

ii. Select User config | Administrative Templates | Windows Components | Internet
Explorer | Internet Control Panel | Security Page.

B Local Group Policy Editor (=] ]
Fie Acion View Help ‘
N EIEN Tk |
EIEELIEEE g security page
“| Applicat . | |
Attachn SGite to Zone Assignment List _Setting State Comment
= Autopla «| | Internet Zone
| Backup Edit policy setting | Intranet Zone
| Desktor | Requirements: | Local Machine Zone
| Desktop | Atleast Internet Explorer 6.0 in “| Locked-Down Internet Zone
7| Digital L | Windows XP with Service Pack 2 or 7 Locked-Down Intranet Zone
“| Instant ,‘;:Qf”lws Server 2003 with Service | Locked-Down Local Machine Zone
B[] Interne “| Locked-Down Restricted Sites Zone
7 Acc Description: | Locked-Down Trusted Sites Zone
= Adn || Ths Dw\lcvlsﬁtm?gihg‘s ZW o . “| Restricted Sites Zone
manage a list of sites that you wan
1 Ao | associate with 2 particular security | Trusted Sites Zone
— Bro' || zone. These zone numbers have || Intranet Sites: Indude all local (ntranet) sites not listed in other z... Mot configured Mo
~| Con ass?u:ﬂted“ﬁfc;ﬂtv_::ﬂ_m%s‘ that i-| Locked-Down Internet Zone Template Not configured Mo
— Dele | | apply to all of the sites in the zone. Internet Zone Template Mot configured No
B It et Explorer has 4 security Locked-Down Intranet Zone Template Not configured No
= zones, numbered 1-4, and these are  — |:2] Intranet Zone Template Mot configured Mo
| | usedby this policy setting to | Locked-Down Local Machine Zone Template Not configured No
associate sites to zones, They are: =
= (1) Intranet zone, (2) Trusted Sites 2| Local Machine Zone Template Mot configured Mo
I;& zone, (3) Internet zone, and (4) i=| Locked-Down Restricted Sites Zone Template Not configured No
= o | | Resticted Sites zone. Seaurity Restricted Sites Zone Template Not configured No
= settings can be set for each of these
per_| | zones through other palicy settings, ] Locked-Down Trusted Sites Zone Template Not configured No
priv | and their defauit settings are: || Trusted Sites Zone Template Mot configured Mo
Sec | Trusted Sites zone (Low template), |i£] Turn on certificate address mismatch warning Mot configured Mo
- Intranet zone (Medium-Low
Too | \emplate), Internet zone (Medium Intranet Sites: Include all sites that bypass the proxy server Not configured
| Locatior | template), and Restricted Sites zone de all network paths (UNCs)
= Microso | (High template). (The Local Machine =
“ NetMee | zone and its locked down equivalent rection o nranet
—1 have spedial security settings that =
| Networl protect your local computer.) |£=] Turn on Motification bar notification for intranet content Not configured Mo
Networl

iii. Double-click the Site to Zone Assignment List button to display properties for that

setting.
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T
[5] Siteto Zone Assignment List || pr———" |
& NotConfigured ~ Comment: = |
© Enabled
 Disabled -]
Supported on:  [af |eact Intenet Explorer 6.0 in Windows XP with Service Pack 2 or Windows Server = |
2003 with Service Pack 1 E
Options: Help:
Enter the zone assignments here, This policy setting allows you to manage a list of sites that you | =

want to associate with a particular security zone. These zone
numbers have associated security settings that apply to all of the
sites in the zone.

Internet Explorer has 4 security zones, numbered 1-4, and these
are used by this policy setting to associate sites to zones. They are:
(1) Intranet zone, (2) Trusted Sites zone, (3) Internet zone, and (4)
Restricted Sites zone, Security settings can be set for each of these
zones through other policy settings, and their default settings are:
Trusted Sites zone (Low template], Intranet zone (Medium-Low
template), Internet zone (Medium template), and Restricted Sites
zone (High template). (The Local Machine zone and its locked
down equivalent have special security settings that protect your
local computer.)

¥ you enable this policy setting, you can enter a list of sites and
their related zone numbers. The association of a site with a zone
will ensure that the security settings for the specified zone are
applied to the site. For each entry that you add to the list, enter
the following information:

Configuring the Client Machine

OK | Cancel |

iv. Ensure that the Enabled radio button is selected and then click the Show button to display

the Show Contents dialog.

Show Contents

=lolx|

Enter the zone assignments here

Value nams

Value

b

https://adfs lablal2.com

1

v. Enter the URL of the site into the Value Name field.

vi. Enter “1” into the Value field to assign the site to the Local Intranet Zone.

vii.Click the OK button to close the dialog, and then click OK again to save your changes.

In the example environment, the URL https://adfs.lab-1a02.com was added to the zone.
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Configuring the Application Server

06 ‘ Configuring the Application Server
Settings

This section details the settings for the application server. These settings are entered on the
Application Server tab of the CCS Enterprise Server Configuration Utility.

Q) Capita Children's Service Enterprise Server Configuration Utility ===

|\nleglat\un SENIDEI Sys Admml Transpurl‘r’lilDwnlD F'ruwderl 550 Aulhent\cat\ur‘
Application Servers |Sessmn Serversl Feport Servelsl Deplayment Serversl Index 5erver|WorkFlow Servers| PRIME F‘ortaIIF‘HIME Settings | Exclusion F‘ortall LS5 Onling F‘orta‘
Application Server List

Application Servers  SOSRITCIIES ervice_Debug3ss - D

C:Wip'3.58'CCSEnterpri: i g ication.IHI [CCS.Entity.Applicati verConfiguration]
[ Save  Suggest Defaults For Empty Ttems

16. 580 Authentication Settings

ADFS URL bty fADFS LAB-LAD2 COM fadfsiservicestrust

S50 Audience URL Ittps: fah ceviCCSEnterprise _ApplicationService_Debug3saAnCFServices |
\SuthenticationService sw

#DFS Signing Token 442daaa1217d27e3921 7057 0balfcae? 3721540
Thumbprint

ADFS Cerlificate Chain Trust -
Waliciation Moce

Service Certificate 0c71721847111056e82e64bIebefbe 2003
Thumbprint

Service Cetificate Local Maching

Store Location

Service Cettificate Perzonal
Store Location

S50 Authertication hitps: AL AB-ONEALL /ssobuthenticationHome iCapital ogin
URL

m

1000

ADFS Identifier: You must provide the correct ADFS identifier in the following format:
https://[ADFS]/adfs/services/trust.

For information on finding the ADFS identifier, see Appendix — Obtaining ADFS Details on page
28.

The URL for the example environment is https://adfs. lab-
1a02.com/adfs/services/trust

Audience URL: The Audience URL is used by ADFS to identify the application server, and
should match the Relying Party Identifier as configured in ADFS. It should be entered in the

following format:
https://[AppServer]/WCFServices/AuthenticationService.svc

The correct URL for the example environment is https://LAB-
DEVO1/CCSEnterpirse_ApplicationService Debug358/WCFServices/AuthenticationServ
ice.svc

Thumbprint: This is the thumbprint of the certificate used by ADFS to sign the token. For
information on how to obtain the correct thumbprint, see Appendix — Obtaining ADFS Details on
page 28.

Certificate Validation Mode: This option is used to determine the validity of the certificate that
is used by ADFS to sign the token. Select from the following values:

ChainTrust: The certificate is valid if the chain builds to a certification authority in the
trusted root store.
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1.
2.

Configuring the Application Server

NOTE: The certificate must meet the following requirements in order for you to use the
ChainTrust option.

- The certificate must be issued from a CA in Capita’s trusted CA list (in the machine certificate
store).

- The intended purpose of that CA must include Client Authentication.

PeerOrChainTrust: The certificate is valid if it is in the trusted people store, or if the chain
builds to a certification authority in the trusted root store.

PeerTrust: The certificate is valid if it is in the trusted people store.
None: The certificate is not validated.

By default, the certificate validation mode is set to None. If this setting is changed, you must
install the ADFS certificate (public key only).

Service Certificate: These fields enable you to record information about the certificate that is
used by the service to decrypt the incoming request. The following information is required:

Thumbprint: The thumbprint of the certificate used by the WCF authentication service.
Folder: The folder in which the certificate resides.

Store Location: Whether the certificate is a machine / service or a user certificate.

NOTE: You must export this certificate and copy it to the ADFS machine. This is required while
configuring the application server as a relying party.

SSO Authentication URL: The URL of the SSOAuthentication website. Must be in the following
format: https://[SSOAuthenticationWebServer]/SSOAuthentication/Home/Capitalogin

Granting Permission to Read the Service Certificate’s
Private Key

You must grant the application pool under which the application server is running read
permission for the service certificate’s private key. To do so:

Open the Microsoft Management Console
Add the Certificates snap-in for your local computer:
a. Select File | Add / Remove Snap-In to display the Add or Remove Snap-ins dialog.

Add or Remove Snap-ins |
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
p-i Vendor fI= [l console Root Edit Extensions... |
ActiveX Control Micrasoft Cor...
ﬂ'? Authorization Manager Microsoft Cor... Remoye |
‘_o‘JJ Certificates Microsoft Cor...
s Component Services Microsoft Cor... Mave Up |
5‘ Computer Managem... Microsoft Cor... =
=4 Device Manager Microsoft Cor... [Flowe Down |
=7 Disk Management Microsoft and... Add = |
Q Event Viewer Microsoft Cor...

_| Folder Microsoft Cor...
=/ Group Policy Object ... Microsoft Cor...
Pinternet Information... Microsoft Cor...
\g IP Security Monitor Microsoft Cor...
\gIP Security Policy Ma... Microsoft Cor...

2| Link to Web Address  Microsoft Cor... LI &I

Description:

The ActiveX Control snap-in enables you to add an MMC node with a results view containing an ActiveX control.

x|

Setting up Single Sign On Technical Guide -




Configuring the Application Server

b. Select Certificates from the Available snap-ins list and then click the Add button to add it to
the Selected Snap-ins list and display the Certificates snap-in dialog.

Certificates snap-in

]

This snap-n will always manage certificates for:
() My user account
(7) Service account

@ Computer account

< Back Next >

c. Select the Computer account radio button and then click the Next button to display the
Select Computer dialog.

Select Computer

Select the computer you want this snap-4n to manage.
This snap4n will always manage:
@ Local computer: the computer this console is unning on)
() Another computer: Browse..

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console

[ <Back ][ Fmsh | [ Caneel |

d. Select the Local Computer radio button and then click the Finish button to close the Select
Computer dialog and return to the Add or Remove snap-ins dialog.

e. Click the OK button to close the Add or Remove shap-ins dialog and save your changes.
3. Grant permission to the private key:

a. In the left-hand panel, select Certificates | Personal | Certificates to display a list of
available certificates.

. ot - [Coricle B Dertiates flisisl Congaier!-Poriinel Certdisind —_—
(@ T sabon Ve bavmim feeden ew '
L L AR in:

. " —
X:IBE

EspratonDote  btwnchid Poptues.  Froonfiyblime || Acfionn
|
amtiry T ent et Ti e 0000 /0 a2 = i | tetan -
Qoomed _omed el e siien [, .
o WIRCXI0 caind c apinco k. T el chpdac ok LT tarver Aclhertent wWiRCHN

b. Right-click on the desired certificate and select All Tasks | Manage Private Keys to display
the Permissions dialog.
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| Permissions for localhost private keys ﬂ
e —
Security
Group or user names:
[svsTEM
gA (WIPC7010"
H2,1I5_IUSRS (W7PCTO10MIS_IUSRS)
p 51550403521
82, ldsrv2
Pemissions for SYSTEM Alow Deny
Full control B
Read O
Special pemmissions
For special pemmissions or advanced settings.
click Advanced
Leam sbout access control and permissions

Configuring the Application Server

c. Click the Add button to display the Select Users or Groups dialog.

Select Users or Groups ed |

Select this object type:

IUsers. Groups, or Builtin security principals Object Types... |

From this location:

|vm2maxe4ﬂz Locations. . |

Enterthe object names to select (examples):

| Check Mames |
Advanced... | oK | Cancel I

A

d. If your application pool is running under the default application pool identity
(AppPoolldentity), change the Location to your current computer:

i. Click the Locations button to display the Locations dialog.

Locations M
Select the location you want to search.
Location:
LA W7PCT010 -
Entire Directory |:‘
- =
i B3 adcaptacouk L=
H 27 Buitin
Business Unit
central ad.capita co.uk
Common Infrastructure
Computers
css.ad.capita.co.uk i

Highlight the name of your local computer and then click the OK button to select that

computer and return to the Select Users or Groups dialog.

If your application pool is not running under the default identity, move to step e.

e. Type the name of your required application pool into the Enter the object names to select
field in the following format: 11S AppPool\MyAppPooIName
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Configuring the Application Server

Select Users or Groups M

Select this object type:

Users, Groups, or Built4n security principals Object Types...

From this location:

W7PC7010 Locations...

Enter the object names to select (zamples):

115 AppPoalnS50) Check Names

o) o)

f. Click the Check Names button to validate the name of the application pool and then click the
OK button to save your changes and close the Select users or Groups dialog. The
Permissions dialog is displayed.

R Permissions for VIM2008X64R2 private keys x|

Security |

Group or user names:

2, 5YSTEM
g"_,Adl‘l‘liniStlEl‘tDl’S (VM2008XEe4R2  Administrators)

= Aecount Unknown(S-1-5-5-0-1010131)

Add... | Remove |
Permissions for Account
Unknown(S-1-5-5-0-1010131) Allow Deny
Full control O a
Read a
Special pemissions O O

For special pemizssions or advanced settings, GiErEe
click Advanced.
Leam sbout access control and permissions

OK | Cancel | b |

g. Select the Read permission from the Allow column, and ensure that all other check boxes in
both columns are deselected. Click OK to close the dialog and save your changes.
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Configuring ADFS

07 ‘ Configuring ADFS

The following ADFS configuration tasks must be undertaken in order to run SSO:
m Adding the SSOAuthentication website as a relying party.
= Adding the application server as a relying party.

= Configuring communication between the SSOAuthentication website and the application
server.

End Point Enabled on ADFS

Please make sure the following end points are enabled on ADFS:
= /adfs/Is/
m /adfs/services/trust/13/windowstransport

m /adfs/services/trusttcp/windows

Adding SSOAuthentication as a Relying Party

1. On the ADFS server, run the ADFS Management console.

2. Select Trust Relationships | Relying Party Trust | Add Relying Party Trust to display the
Add Relying Party Trust wizard.

W Add Relying Party Trisst Wizard 5‘

[ Steps Welceme 10 the Add Redying Party Trust Wizard

I.W
& Select Dot Soueee Tnie " : ADF: Fiebpng pates
@ Choose lwnes ‘suthorzation decisons.
Authonzabon Flules U %
chng

@ Readrto Add Trust

| e |

3. Click the Start button to run the wizard and display the Select Data Source page.
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Configuring ADFS

Select an option that this wizard will use to obtain data about this refying pary:

¢ Import data about the relying party published orline or on a local network

Use this option to import the necessary data and certificates from a relying party organization that
publishes fts federation metadata online or on 2 local network.

Federation metadata address (host name or URL)

Example: fs.contoso.com or hitps://www.contoso com/app

" Import data about the relying party from a file

Use this option to import the necessary data and certficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil
not validate the source of the file.

Federation metadata file location:

@ Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization

<Provious || Med> | Cancdl | Hep |

4. Select the Enter data about the relying party manually radio button and then click the Next
button to display the Specify Display Name page.

‘;;mdd Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for this relying party.

@ ‘Welcome

Display name:

@ Select Data Source

@ Specity Display Name
@ Choose Frofile Notes:
@ Configure Certificate ;I

@ Configure URL
@ Configure |dentifiers

@ Choose lssuance
Authorization Fules =

@ Ready to Add Trust
@ Finish

<F‘|ewous| Mext > I Cancel | Help I

5. Enter the SSOAuthentication Audience URL (as configured during the SSOAuthentication
configuration process) into the Display name field. The URL should be entered in the following

format:
https://[SSOAuthenticationWebServer]/SSOAuthentication

The URL for the example environment is https://lab-oneal 1/SSOAuthentication.
6. Click the Next button to display the Choose Profile page.
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® ® @ @ @ @ @ ©

® @

Choose Profile

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certificate
Configure URL
Configure Identifiers

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Add Relying Party Trust Wizard

This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
corfiguration profile for this refying party trust

& AD FS 2.0 profile

This profile supports relying parties that are interoperable with new AD FS 2.0 features, such as
security token encryption and the SAML 2.0 protocol

™ ADFS 1.0and 1.1 profile
This profile supports relying parties that are interoperable with AD F5 1.0and 1.1

< Previous | MNext > Cancel | Help

Configuring ADFS

7. Select the ADFS 2.0 profile radio button and then click the Next button to display the
Configure Certificate page.

@
@
@
@
@
@
@
@

.dd Relying Party Trust Wizard

Configure Certificate

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Conrfigure Certfficate
Configure URL
Configure Idertifiers

Choose lssuance
Autherization Rules

Ready to Add Trust
Finish

Specify an optional token encryption certificate. The token encryption certificate is used to encrypt the
claims that are sert to this relying party. The relying party will use the private key of this cerfficate to
decrypt the claims that are sent to it. To specify the certificate, click Browse.

Issuer:
Subject:
Effective date:
Expiration date:

View | Browse. I Remove

< Previous I Next > I Cancel | Help

8. Click the Next button to display the Configure URL page.
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Configure URL
Steps
@ Welcome

@ Select Data Sowce

@ Specily Display Name
@ Choose Profile

@ Configue Cenlificate
@ Configure URL

@ Configure |dentifiers

@ Choose lssuance
Autharization Rues

@ Ready toAdd Trust
@ Finish

"M Add Relying Party Trust Wizard

AD FS 2.0 supports the WS- Trust, WS-Federation and SAML 2.0'WebSS0 potocols for relying parties. |
WS-Federation. SAML. of both are used by the reling party. select the check boxes fior them and specify
the URLs to uge. Suppost for the \WS-Trust protocol i@ alwaps enabled for a relying party.

¥ Enable support for the WS Federation Passive protocol

The 'WS5 Federation Pastive protocol URL supports Web-browser-based claims providers using the
“S-Fedesation Passive protocol

Relying party WS -Federation Passive protocol URL:
[Ittps: /#ab-oneal/SS DAuthenticatior]
Example: htips: //fs contoso.com/adfs/ls/

™ Enable suppost for the SAML 2.0 WebSSO protocol

The SAML 2.0 single-sign-on [S50] service URL supports \Web-browser-based claims providers using
the SAML 2.0'WebS50 protocol

Relyping party SAML 2.0 S50 service URL:

Example: hitps://www.contoso, com/adfs/ls/

<Previous | [ New> | Cancel | Hep |

9. Select the Enable support for Ws-Federation Passive protocol check box and then enter the
Relying Party WS-Federation Passive protocol URL.

The URL must be in the following format:

https://[SSOAuthenticationWebServer]/SSOAuthentication

For the example environment, the URL is https://1ab-oneal 1/SSOAuthentication.

10. Click the Next button to display the Configure Identifiers page.

‘;;mdd Relying Party Trust Wizard

Configure Identifiers

Steps
@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Canlfigure Certificate
@ Coanfigure URL

@ Canlfigure |dentifiers

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Finish

Relving parties may be identified by ane or more unique identifier stings. Specify the identifiers for this
relying party trust

Relving party trust identifier:

Exarnple: https://fs.contoso. com/adfs/ servicestrust
Relving party tust identifiers:

Remove

hittps://lab-oneal

<F‘lewous| Mest > I Cancel | Help I

11. Enter the Audience URL (as configured during the SSOAuthentication configuration process)
into the Relying party trust identifier field.

The URL must be in the following format:

https://[SSOAuthenticationWebServer]/SSOAuthentication

For the example environment, the Audience URL is
https://l1ab-oneal 1/SSOAuthentication

12. Click the Next button three more times to move through to the end of the wizard.
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Configuring ADFS

13. Onthe Finish page, select the option to configure claims to display the Add Transform Claim

Rule wizard.

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to creats from the following list. The description
provides details about each claim rule template.

Claim rule template:
ISend LDAP Attributes as Claims

%3 Add Transform Claim Rule Wizard [ x|

uliple
multiple claims from a single rule using this rule type. Folexuwle ywcmuwlhsnialumlmto
mmmmwm“mm

users from the displ
meolﬂwdm“wlmmuwuvdmmm&lmwm
claims. This rule may also be used to send all of the user's group memberships. If you want to only send
individual group use the Send Group a3 a Claim rule template.

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
smeﬂnhasAﬂweDledaytoadasdamtotlnldyrqpaﬂyM attributes may be sent as

I this rule b

14. Select Send LDAP Attributes as Claims from the Claim rule template field and then click the

15.

16.
17.

18.

Next button to display the Configure Claim Rule page.

Wi add Transform Claim Rule Wizard

Configure Rule

Steps

*Y'ou can configure this rule to send the values of LDAP atiibutes az claims. Select an attribute stare from

which to extract LDAP altibutes. Specify how the attibutes wil map to the outgaing claim bypes that will be
issued from the nule.

@ Choose Rule Type

@ Configure Claim Fule
Clairn rule name:

S5 0Authentication Claim Fule
Rule template: Send LDAP Attiibutes as Claims

Attribute store:

Lctive Directony j

Mapping of LDAP attributes to outgaing claim types:

LDAP Attribute | Dutgaing Claim Type
» User-Principal-M ame jl j
* =] &l
< Prewious | Finish I Cancel | Help |

Enter a uniqgue name into the Claim Rule name field (Capita suggests using the name

“SSOAuthentication Claim Rule”).

Select Active Directory from the Attribute store drop-do

wn list.

Select User Principal Name from the LDAP Attribute drop-down list and then select UPN from

Outgoing Claim Type drop-down list.

Click the Finish button to close the wizard and then click the OK button to save your changes
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Adding the Application Server as a Relying Party

On the ADFS server, run the ADFS Management console.

Select Trust Relationships | Relying Party Trust | Add Relying Party Trust to display the

Add Relying Party Trust Wizard.

W Add Relying Party Trisst Wizard

Welcome

I Steps

@ Welcome
i Tha - ; ADFS

Welcome to the Add Redying Party Tnust Wirard

dasons

@ Select Dot Soume
‘authorization decisons.

@ Chonse bemnce
Authonzabion U

Fluies

@ Readrto Add Trust

rtng

. gt the wierd
) =
@ Fnsh L

e |8 ] cocel | he

|

|

Select an option that this wizard will use to obtain data about this relying pary:

" Import data about the relying party published online or on a local network

Use this option to import th ' data an arelying party

3 and
publishes its federation metadata online or on a local network.

Federation metadata address fhost name or URL)

Example: fs.contoso.com or https://www.contoso com/app
" Import data bout the relying party from a file
Use this option to import the necessary data and relying party i

if a that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
net validate the source of the file.

Federation metadata file location:

' Enter data about the relyng party manualy
Use this option to manualy inpu the necessary data about this relying party orgarization

<Provious || Med> | Cancel | e |

Click the Start button to run the wizard and display the Select Data Source page.

Select the Enter data about the relying party manually radio button and then click the Next

button to display the Specify Display Name page.
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Wi Add Relying Party Trust Wizard

Specify Display Name

Steps Type the dizplay name and any optional notes for this 1zlving party.

@ 'Welcome

Display name:

@ Select Data Source

@ Specify Display Name
@ Choose Profile Nates

@ Configure Certificate LI
@ Configure URL
@ Configure [dentifiers

@ Choose lssuance
Authorization Rules LI

@ Ready toadd Trust
@ Finish

<Piovious || Mews | Cancel | Hep |

5. Enter the application server Audience URL (as configured during the application server
configuration process) into the Display name field. It must be in the following format:
https://[AppServer]/WCFServices/AuthenticationService.svc

The value for the example environment is
https://LAB-
DEVO1/CCSEnterpirse ApplicationService Debug358/WCFServices/AuthenticationServ

ice.svc.

6. Click the Next button to display the Choose Profile page.
: X

M3 Add Relying Party Trust Wizard E

Choose Profile

This wizard uses ion profiles to aid in ing the reh . Choose the approprate
i e for this rely trust.
i
< AD FS 2.0 profile
This profile supports relying parties that ane interoperable with new AD FS 2.0 features, such as
security tok ion and the SAML 2.0 pr .
@ Configure Centificate " ADF5 1.0and 1.1 profile
@ Configure URL This profile ) ies that are i sble with AD F5 1.0and 1.1.
@ Configure ldentifiers
@ Choose lssuance
Authorzation Rules
@ Readyto Add Trust
@ Finish

<Prevous |[ Net> | cacel | B |

7. Select the ADFS 2.0 profile radio button and then click the Next button to display the
Configure Certificate page.
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Configuring ADFS

dd Relying Party Trust Wizard

Configure Certificate

L Specify an optional token encryption certificate. The token enciyption certificate is used to encrypt the:

@ Welcome claims that are sent to this relying party. The relving party will use the private key of this certificate to
decrupt the claims that are sent to it. Ta specify the certificate, click Browse..
® Select Data Source

@ Specify Display Name Issuer CN=LAB-DEW0N
Choose Profi Subject: CH=LAB-DEVD1
@ Uheasz Prefle Effective date:  22/09/2015 17:47:05
- (i EiiEee Evpiration date: 19/09/2025 17:47:05
@ Configure URL
@ Configure Identifiers Miew | Browse I Remove
@ Chonse lssuance

Authorization Rules
Ready to Add Trust
Finish

® ®

<Previous| Mext > I Cancel | Help |

8. Click the Browse button and select the certificate that you copied during the application server

configuration process.
9. Click the Next button to display the Configure URL page.

Wi Add Relying Party Trust Wizard il X|

Configure URL

AD FS 2.0 supports the WS5-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties. F
WS-Federation, SAML, or both are used by the relying party, select the check baxes for them and speciy
the URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.
™ Enable suppor for the WS-Federation Passive protocol

The W5-Federation Passive protocol URL supports Web-browserbased dlaims providers using the

@ Choose Profile WS-Federation Passive protocal.
@ Corfigure Certficate Relying party WS-Federation Passive protocol URL:
@ Configure URL I
@ Configure Identifiers Example: hitps /s contoso com/adfs/ls/
@ Choose Issuance

Authorization Rules I™ Enable support for the SAML 2.0 WebSSO protocol
@ Readyto Add Trust The SAML 2 0 single-sign-on (550) service URL supports Web-browser-based claims providers using
® Frish the SAML 2.0 Web$S0 protocol

Relying party SAML 2.0 550 service URL:

Example: hitps://www contoso com/adis/ls/

<Previous [ Net> | Cancel | Heb |

10. Click the Next button to display the Configure Identifiers page.
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"%mdd Relying Party Trust Wizard

Configure Identifiers

Steps

@ ‘Welcome

@ Select Data Source
@ Speciy Display Mame
@ Choose Frofile

@ Configure Certificate
@ Configure URL

@ Configure dentifiers

@ Chooss [ssuance
Authorization Rules

@ ReadytoAdd Tust
@ Finish

Relving parties may be identified by one or more unique identifier stings. Specify the identifiers for this
relying party tust.

Relving party trust identifier

| focld

Example: https://ts.contoso.com/ adfs/services/tust

< Previous | Next » I

Cancel |

Help

Remove

11. Enter the audience URL that you set during the application server configuration process into the
Relying party trust identifier field. The URL must be entered in the following format:
https://[AppServer]/WCFServices/AuthenticationService.svc

The value for the example environment is

https://LAB-

DEVO1/CCSEnterpirse_ApplicationService Debug358/WCFServices/AuthenticationServ

ice.svc
12.

13.
Rule wizard.

Click the Next button three more times to move through to the end of the wizard.

On the Finish page, select the option to configure claims to display the Add Transform Claim

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

i Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the following list. The description
provides details about each claim rule template.

Claim rule template:
|Send LDAP Attributes as Claims j

Claim rule template descriptiont

Using the Send LDAP Attribute a5 Claims rule template pou can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to
create a rule that will extract attibute values for authenticated users from the displapName and
telephoneNumber Active Directory attnbutes and then send those values as two different outgoing
claims. This rlle may also be used to send all of the user’s group memberships. If you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me mote about this rule template..

Help

s [ hes ]

Cancel |

14. Select Send LDAP Attributes as Claims from the Claim rule template field and then click the
Next button to display the Configure Claim Rule page.
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15.

16.
17.

18.

Configuring ADFS

Configure Rule

Siees You can configure this rude to send the values of LDAP atirbutes as claims. Select an attibute store fiom
@ Choose Rule Type which to extract LDAP attiibutes. Specify how the attibutes will map to the outgoing claim types that will be
issued from the rule.
@ Configure Claim Rule )
Claim rule name:

|AppServer Clam Rule
Rule template: Send LDAP Altibutes as Claims

Atribute store:
IActwe Directory j
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute | Dutgoing Claim Type
13 User-Principal-Name j
* & [

<Previous [[ Fiish | Concel |  Hep |

Enter a unique name into the Claim Rule name field (Capita suggests using the name
“AppServer Claim Rule”).

Select Active Directory from the Attribute store drop-down list.

Select User Principal Name from the LDAP Attribute drop-down list and then select UPN from
Outgoing Claim Type drop-down list.

Click the Finish button to close the wizard and then click the OK button to save your changes.

Configuring Communication Between the
SSOAuthentication Website and the AppServer

Changes to the Application Server Relying Party

Within the Microsoft Management Console, select the Relying Party Trusts folder from the left-
hand panel to display a list of relying party addresses in the centre panel.

n Fle action view window Help [IETES

e 7mEE

Relying Party Trusts ctions
Display Name elying Pa

htipe//locahast/35 Dbutherticatian Add Relying Party Trist...
httpr /A Aab-oneall /55 DAuthentication

Wiew »

Hew Window From Here

i uthenlicationService sve
@
[ Attribute Stores (@ Refresh

Update from Federstion ...

Edit: Claim Rules...
Diszble
Properties

K Delete

Help

Highlight the application server relying party (https://LAB-
DEVO01/CCSEnterprise_ApplicationService_Debug358/WCFServices/AuthenticationService.svc
in the example) and then click the Edit Claim Rules hyperlink to display the Edit Claim Rules
dialog.
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¥ Edit Claim Rules for BackendService at contososrvd. C I ] |
lssuance Transform Rules I lssuance Authorization Rules  Delegation Authorization Rules |
The following authorization rules specify the users that will be permitted to act as delegates for
other users to the refying party. When the list does not contain 2 rule, no users can act as
delegates.
Order I Fule Name | lssued Claims |
L
4
Add Rule... Edit Rule. | Remove Rule.. |
ok | camca | ey | hep |

Configuring ADFS

3. Select the Delegation Authorization Rules tab and then click the Add Rule button to display
the Add Delegation Authorization Claim Rule wizard.

“:‘ Add Delegation Authorization Claim Rule Wizard

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim nule template:

Permit or Deny Users Based on an Incoming Claim

Claim rule template description:

Using the Pemmit or Deny Users Based on an Incoming Claim rule template you can pemit or deny users
access to the relying party based on the type and walue of an incoming claim. For example, you can use
this nule template to create a rule that will permit onfy users that have a group claim with 2 value of
"Domain Admins”. I you want to pemit all users to access the relying party, use the Permit All Users e
template. Users who are pemmitted to access the relying party from the federation service may still be
denied service by the relying party.

Tell me more about this nule template:

< Eievious | Nexd = I Cancel | Help |

4. Select Permit or Deny Users Based on an Incoming Claim from the Claim rule template
drop-down menu and then click the Next button to display the Configure Claim Rule page.
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Configure Rule

Steps
@ Choose Rule Type
@ Canfigure Claim Fule

"% Add Delegation Authorization Claim Rule Wizard

‘Y'ou can configure this rule bo permit or deny users based on an incoming claim. Specify the Incoming claim
type, claim value. and whether the users should be permitted or denied access to the relping party.

Clair rule name:
Allawvs SS0Authentication to communication with AppServer

Riule template: Authorize Users Based on an Incaming Claim

Incoming claim type:

|w'|ndﬂws aceount narme ﬂ

Incaming claim value
[Leg-Lan2y AB-ONEALLY E— |

Select one of the following options to indicate whether users with this claim will be permitted or denied
access to the relying party.

@ Pemit access to users with this incoming claim

" Deny access bo users with this incoming claim

More sbout authorization claim rules

<Previous| Firizh I Cancel I Help |

5. Select Allow SSOAuthentication to communicate with AppServer from the Claim rule name
drop-down menu.

6. Select Windows account name from the Incoming claim type drop-down menu.

7. Enter the name of the SSOAuthentication Web Server into the Incoming claim value field,
using the following format: DOMAIN\WEBSERVER$ (all uppercase letters)

The SSOAuthentication Web Server for the example environment is

LAB-LAO2\LAB-ONEALLS$.

8. Ensure that the Permit access to users with this incoming claim radio button is selected, and
then click the Finish button to close the wizard and return to the Edit Claim Rules dialog.

9. Select the Issuance Transform Rules tab and then click the Add Rule button to display the
Add Transform Claim Rule wizard.

1}1 Add Transform Claim Rule Wizard i . |

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

Using & custom rule, you can create rules that can't be created with a rule template. Custom nules are
written in the AD FS 2.0 claim rule language. Capabilities that require custom nules include

+ Sending claims from a SQL attribute store

+ Sending claims from an LOAP attrbute store using & custom LDAP fiter

+ Sending claims from a custom attibute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claime onfy when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later niles

Tell me more about this nule template...

Pevous [ Nek> | Cancd | Hep |

10. Select Send Claims Using a Custom Result from the Claim rule template drop-down menu

and then click the Next button to display the Edit Rule page.
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11.

12.

13.

Configuring ADFS

Edit Rule - Issue UPN, using WindowsAccountMName from an incoming token

‘f'ou can configure a custom claim rule, such as a rule that requires multiple incoming claims ar that extracts
claimsz from a SOL attribute store. To configure a cugtom rule, type one or more optional conditions and an
izzuance statement using the A0 FS 2.0 claim rule language.

Clairn rule narme:

tH ame from an incoming token

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Type == ;I
"http: ffachenas. nicrosoft, con/wa 200806/ 1dentitysolains frindowsaccount
name”, Izsuer == "3SELF AUTHORITY"]

=> igsue(store = "Active Directory”, types =

["http://schemas.xnlsoap. org/ws/2005/05/identity/clains/upn™), query =
TruserPrincipallame; {0}, param = c.Value):

More abot the claim ule language. ..

] I Cancel | Help

Type “Issue UPN, using WindowsAccountName from an incoming token” into the Claim rule
name field.

Copy the following code and paste it into the Custom rule text box.

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"’,
Issuer == "SELF AUTHORITY"] => issue(store = "Active Directory", types =

(""http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn™), query =
"";userPrincipalName;{0}", param = c.Value);

Click the OK button to the Edit Claim Rules dialog, and then click the OK button again to save
your changes.

Changes to the SSOAuthentication Relying Party

Within the Microsoft Management Console, select the Relying Party Trusts folder from the left-
hand panel to display a list of relying party addresses in the centre panel.

Setting up Single Sign On Technical Guide -



Configuring ADFS

hitp: /locakbhost /S5 0Auherticalion]

Trust Relstionships.
| Clains Provider Trusts
" Relying Party Trusts hetps:/ALAB-DEVI/CCS Enierpice, _Debug35BAWCF
atribute Stores

<

]

Add Retying Party Trust...

View »

New Window from Here

[ Refresh
H

ps://lab-oneall/SSOAUL... &

Updatz from Fe
Edit Claim Rules...
Disable
Properties.

K Delete
[ reo

2. Select the SSOAuthentication relying party (https:lab-oneall/SSOAuthentication is the example
environment) and then click the Edit Claim Rules hyperlink to display the Edit Claim Rules

dialog.
[ %: Edit Claim Rules for WFE at contososrv1.conteso.com =101 x|
k Transform Fudes | & ion Rules | Delegation Authorization Fldes |

The following transform rules specify the claims that will be sent to the relying pady.

Order | Rule Name [ lssued Claims |
2 | Issue UPN and Name UPN Name

OK I Cancel I Apply I

ho |

3. Select the Issuance Transform Rules tab and then click the Add Rule button to display the

Add Transform Claim Rule wizard.
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"W Add Transform Claim Rule Wizard R

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Configuring ADFS

Select the template for the claim rule that you wart to create from the following list. The description provides
details about each claim rule template.

Claim rule template description:

Using the Pass Through or Filter an Incoming Claim rule template you can pass through al incoming
claims with a selected claim type. You can also fiter the values of incoming claims with a selected claim
type. For example. you can use this rule template to create a rule that will send all incoming group claims.
You can also use this rule to send only UPN claims that end with “@fabrkam™. Multiple claims with the
same claim type may be emitted from this nie. Sources of incoming claims vary based on the rules being
edted. For more information on the sources of incoming claims, click Help.

e |[het> ] _cood | 0|

Select Pass Through or Filter an Incoming Claim from the Claim rule template drop-down
list and then click the Next button to display the Configure Claim Rule page.

%1 Add Transform Claim Rule Wizard

Configure Rule

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

You can configure this e to pass through or fiter an incoming claim. You can also configure this nule fo fiter
claims that are generated by previous rules. Specify the claim type and whether only some claim values or all
claim values should pass through.

Claim rule name:

X

IIssued WindowsAccount Name
Fule template: Pass Through or Filter an Incoming Claim

Incoming claim type:

Incoming name |0 format IU”SF ied

Lel L

+ Pass through all claim values
~ Pass through only a specific claim value

InGoming claim valus: |

" Pass through only claim valuss that end in a speaific value:

Ends with |
Example; @fabrilcam.com
" Pass through only claim valuss that start with a specific value

Starts with: I
Example: FABRIKAM

<Previeus [[ Frish | Cancd | Hep

Enter “Issued WindowsAccountName” into the Claim rule name field.
Select Windows account name from the Incoming claim type drop-down menu.

Ensure that the Pass through all claim values radio button is selected, and then click the
Finish button to add the rule and return to the Edit Claim Rules dialog.

Click the OK button to save your changes.

Setting up Single Sign On Technical Guide



Appendix — Obtaining ADFS Details

Appendix — Obtaining ADFS Details

Obtaining the ADFS Identifier

In the ADFS Management application, highlight ADFS2.0 in the left-hand panel and then click
the Edit Federation Service Properties hyperlink to display the Federation Services
Properties dialog.

=laixl
ST TS|
Actions
Add Relying Party Trust...
‘Add Claims Provider Trus...
Trust Relationships AD Geoneral Organization | Everts.
Claims Provider Trusts | I I Add Attribute Store...
Relying Party Trusts Federation Service display name: Edit Federation Service P,
Asirloute tares € [osieumon
Edit Published Clams.
Example: Fabrikam Federation Service
Revoke Al Proxies
Federation Service name:
[R5FS LAB-LaD2 Com Liancing Provide Feedback
Examole: s fabriam com View >
Federation Service idertifer Pew Wik ftom e
h Litp //ADFS LAB-LAD? COM/adfa /services Arust] |G Ref
Heip
Web SSO Metime: [25) =] minutes
| | hep |
I I
3 et FY= .
| 7start | & '~ o=l h? ﬁ > |‘ ts [ W) yapofnss ™

The Federation Service Identifier is displayed toward the bottom of the dialog. You can copy
this value to use elsewhere if required.

Obtaining the ADFS Signing Token Certificate
On the machine hosting the ADFS server, open the ADFS Management application.
Select Certificates from the left-hand panel to display a list of certificates in the centre panel.
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Double-click the token-signing certificate to display the Certificate dialog.
Select the Details tab. The thumbprint is displayed in the field at the bottom.
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Appendix — Obtaining ADFS Details
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Learn more about certificate detals

[

Copy and paste the thumbprint into Notepad

Remove any spaces and hidden characters that were displayed when you copied the thumbprint
into Notepad.

The thumbprint is now ready for use.
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